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Duration: 5 days 
 
Delivery Type: Instructor-led Classroom 
 
Audience:  

• SAP system administrators, project team members 

• Employees responsible for technical system security 
 
Prerequisites: 

Essential  

• SAPTEC Fundamentals of SAP Web AS 

• ADM100 SAP Web AS Administration I 
 
Recommended  

• Experience in security-related issues 

• Technical background (SAP technologies) 
 
Goals 

• Raise awareness about security topics 

• Improve security in an SAP system environment 
 
Course Based on Software Release: NW AS 7.00 
 
Content 

• Fundamentals and objectives of system security 

• Authentication and encryption 

• Network basics 

• Communication, TCP/IP, ports 

• Routing, firewalls, proxies, SAProuter 

• Security in the SAP system 

• Authentication and passwords 

• Auditing as intrusion detection 

• RFCs, trusted RFCs, RFC destinations 

• Encryption, SNC 

• Cryptography basics, PKI, TCS 

• SAP NW AS, ICM 

• Encryption, SSL, SNC 

• Authentication, certificates, Single Sign-On 

• Logon tickets, X.509, SSL 

• Collaboration and network security 

• DMZ, intrusion detection 

• Application security: digital signatures 
 
Notes 
To understand the technologies covered in this course, participants need some prior knowledge of basic 
Internet security issues. 
 


